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Overview

Overview

The CloudShell Suite 7.0 Installation Guide provides the installation requirements, hardware and
software specifications, and the procedures for installing or upgrading to CloudShell 7.0.

This guide leads you through the installation wizard and directs you to the configuration options that
need to be modified for your particular installation. It includes the following main topics:

Quick Installation: describes the steps required for a quick installation with default values.

Upgrade Procedure: describes the steps required for upgrade.

Complete Installation: describes the steps required for complete installation.

Configure CloudShell Products: describes the steps required for post-installation product con-

figurations.

What's Included with CloudShell 7.0

This section describes the various CloudShell components, servers, databases and utilities. The
actual items that are installed depend on your selection during the installation procedure.

CloudShell Components

The CloudShell components are depicted in the following diagram.
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The CloudShell components are described in the following table:

Component

Quali Server

CloudShell
Portal

TestShell
Execution
Server

CloudShell
Authoring

CloudShell
Resource
Management
Client

CloudShell
Remote
Runner

TestShell
Studio

CloudShell
License
Server

CloudShell
Runtime

Quali API

Description

Runs the CloudShell framework and manages CloudShell data.

A self-service web client that enables you to manage your Resources, create
and manage Environments and Reservations, as well as manage and
schedule your automated testing.

You can leverage CloudShell’s extensive automation capabilities to run
Environment and Resource commands as well as automate business use
cases within Reservations.

Runs commands and manages execution of tests from the Job Scheduling
dashboard. The TestShell Execution Server also manages commands, such
as, resource, service, environment, and power from CloudShell Portal.

This component adds to CloudShell Portal's total execution capacity.

Code-free hardware interface editor for quick driver development for any
environment, supporting full equipment interchangeability and automatic
documentation for easy collaboration.

Use CloudShell Resource Manager to manage resources and usage. For an
example of using this component, see Import User Definitions from an Active
Directory (Optional).

Executes CloudShell-specific automation steps or complete scenarios on
remote stations, enabling the launch of any script or protocol on a remote
machine, without requiring complex infrastructure.

Desktop applications for GUI based test authoring and execution. (Studio
and Runner are automatically installed with TestShell Studio.)

Manages network license distribution. The License Server can be installed on
any machine, and should be installed before installing client components.

Supports the execution of CloudShell flows and drivers.

The Quali API library provides access to job scheduling operations from
outside of the Job Scheduling dashboard, as well as functions related to
reservations, for example, Attach file to reservation and import and export of

CloudShell 7.0 Installation Guide 8
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Component Description

environments.
TestShell The TestShell API library comprises functions for interacting with Quali
API Server. For example, you can use API functions to create and configure

resources, environments, routes, and reservations. This APl library also
provides a set of lab management batch operation functions.

CloudShell The CloudShell Sandbox APl allows to use CloudShell via software

Sandbox API interfaces, for example, to develop and automate Continuous
Integration/DevOps processes. For example, you can use API functions to
view details about environments (blueprints) and reservations (sandboxes)
related to a particular user domain and user permissions, and the available
actions that can be performed on the environments (blueprints) and
reservations (sandboxes)). The CloudShell Sandbox API service can be
installed as a custom installation or as a standalone installation together with
Resource Manager, and can be installed either on the same machine on
which CloudShell Portal/Quali Server is installed, or on a different machine
(see Install CloudShell Sandbox API).

Database CloudShell is supported with SQL database. For more information, see
Server Database Prerequisites.

Utilities and Drivers

CloudShell 7.0 also installs/upgrades the utilities and drivers described in Utilities and Layer 1
Drivers.

Remote Connections (Telnet, SSH, RDP) to CloudShell
Resources

To support creating remote connections (Telnet, SSH, RDP) to resources in your CloudShell reser-
vation (sandbox) directly from within the Internet browser, QualiX is available from the QualiSys-
tems' Download Center from this link. Go to the Quali Latest Release section, and make sure to
download and install the latest QualiX release version.

High Availability

A failover cluster is a group of independent servers (nodes) that work together to increase the avail-
ability and scalability of clustered nodes. The clustered nodes are connected by physical cables and

CloudShell 7.0 Installation Guide 9
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by software. If a disaster occurs and the active cluster node goes down, the clustering solution
changes the active node automatically to the standby server and the Quali Server starts on the new
active node.

To support the installation, configuration and deployment of high availability solutions in CloudShell,
the following documents are available from the Solution Packs Download Center:

High Availability This document describes the installation and configuration of
Installation and CloudShellin a High Availability (HA) environment.
Configuration Guide

High Availability This document presents the recommended architecture for
Deployment Guide implementing CloudShell in a High Availability (HA)
environment.

System Requirements

This section describes the system requirements for the CloudShell components.

The requirements listed are those for a typical small installation with up to three active environments.
For system requirements for other installation sizes, contact your QualiTechnical Account Manager.

Servers

Quali Server requirements

Requirements Description
Software
Windows Any one of the following (including all variants):

« 732 bitor 64 bit

« Server 2008 R2 64 bit
» Server 2012 64 bit

« Server 2012 R2 64 bit
» 8.0and8.1

« 10

SQL Server Any one of the following:
« SQL Server 2008 R2 SP2

CloudShell 7.0 Installation Guide 10
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Requirements

Hardware
CPU
RAM
Hard Drive

Network cards

Description

« SQL Server 2012 Standard edition
« SQL Server 2014 Standard edition

Note: Either SQL Server 2012 Enterprise or SQL Server 2014
Enterprise is required for the High Availability (HA) solution.

4 quad cores
A minimum of 8 GB

An SSD drive is recommended for the database server

Consult Quali support about the amount of required storage.

1/10 GB, according to network load

TestShell Execution Server minimum requirements

Requirements
Software

Windows

Hardware
CPU
RAM
Hard Drive

Description

Any one of the following:

« 732 bitor 64 bit

« Server 2008 R2 64 bit
« Server 2012 64 bit

« Server 2012 R2 64 bit
» 8.0and 8.1

. 10

4 quad cores
2GB

Minimum of 60GB for execution server only.
HDD with a page-file capacity of 200 MB.
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Note: TestShell Execution Server requirements vary according to the required usage. For example, in a scen-
ario where 16 CPU intensive tests are run at any given time, an optimal environment would be a machine with
32 CPU cores, with capacity set to 16, or 2 machines with 16 CPU cores, with capacity set to 8 for each
machine. In another scenario where 8 memory intensive tests are run at any given time, an optimal envir-
onment would be a machine with 16GB RAM, with capacity set to 8.

Client Applications

This section lists the requirements for the following client applications.

CloudShell Authoring
Requirements Description
Operating System Any one of the following:
« Windows 7 (32/64 bit)
« Windows Server 2008 R2
« Windows Server 2012 R2 64 bit
« Windows 8.0 and 8.1
« Windows 10
Hardware « CPU -dual core minimum

« RAM-atleast4 GB

CloudShell Resource Management Client

Requirements Description
Operating System Any one of the following:

« Windows 7 (32/64 bit)

« Windows Server 2008 R2

« Windows Server 2012 R2 64 bit
« Windows 8.0 and 8.1

« Windows 10

Hardware e« CPU -dual core minimum

e RAM-atleast4 GB

CloudShell 7.0 Installation Guide 12



Overview

Automation clients

Requirements Description
Operating System Any one of the following:

o Windows 7 (32/64 bit)
« Windows Server 2008 R2
« Windows Server 2012 R2 64 bit
« Windows 10
Hardware « CPU -dual core minimum

« RAM-atleast4 GB

CloudShell Remote Runner

Requirements Description
Operating System Any one of the following:

« Windows Vista

« Windows 7 (32/64 bit)

« Windows Server 2003

« Windows Server 2008 R2
« Windows Server 2012 R2
o Windows 10

« Red Hat Enterprise

o Linux5.x(32-bit)

» Fedora7-9

« Ubuntu 6.06-8.04

Hardware No special requirements

CloudShell Required Ports

This section describes the ports that are required by CloudShell.

CloudShell required ports (available for use, but not configurable)

The following table describes the required ports that are available for use, but not configurable.
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Port

8023

8027

8028

8030

8031

8033

8034

Server app
(inbound)

Quali Server

Quali Configuration

Quali Server

Quali Server

Quali Server

CloudShell Server
Proxy

QualiREST API

CloudShell 7.0 Installation Guide

Client app
(outbound)

Studio,
Runner

Quali
Configuration

All
CloudShell
clients

Studio,
Runner

Execution
Server

Quali Proxy

Quali Server

TCP/
UDP

TCP

TCP

TCP

TCP

TCP

TCP
(HTTP)

TCP
(HTTP)

Description

Upload/download
files/reports from
the service

Used to configure
the CloudShell
Sandbox API
Gateway

For user
administration via
Studio, Runner,
Resource
Management
Client, TestShell
API

Handles Studio
HTTP requests

Opened for
incoming
connections on the
Quali Server. Used
by Execution
Serversto
communicate with
the Quali Server.

Provides access to
the proxy viaHTTP
protocol, used by
CloudShell Portal

Provides access to
the Quali Server via
HTTP protocaol,
used by the
CloudShell Server
Proxy

14
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Port Server app Client app TCP/ Description
(inbound) (outbound) UDP
9300 Elastic Search None TCP For communication
with other nodes in
the cluster
9200 Search None TCP For Quali Server
searches
Any Prism web None TCP For communication
(HTTP) with the Prism web
5093 License Server All UDP License Server
CloudShell computer
products
49263 Studio, Runner None TCP Used by Studio
to HTTP server,
65535 handles report
attachments
8101 Remote Runner Studio, TCP Allows
Runner Studio/Runner to

send scripts to
CloudShell Remote

Runner
8050 to Runner API TCP For Runner API
65535 requests (whenin

external control)

CloudShell required ports (configurable)

The following tables (Quali Server, CloudShell Portal, and Sisense/CloudShell Insight) list the
required ports that are configurable. Most of these ports can be configured in the CloudShell Con-
figuration Wizard (unless stated otherwise). For more information, see Install CloudShell.

Quali Server

Port Server Client app Configuration TCP/ Description
app (outbound) UbP
(inbound)

9000 REST Quali API Use the TCP For Quali

CloudShell 7.0 Installation Guide 15
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Port

8029

25

Server

app
(inbound)

XMLRPC

External
SMTP
mail server

CloudShell Portal

Port

82

81

Server

app
(inbound)

CloudShell
Sandbox
API

CloudShell
Portal

Client app
(outbound)

CloudShell
API

Quali
Server

Client

app
(out
bound)

Browsers

None

CloudShell 7.0 Installation Guide

Configuration

QualiApi.Port key

in the Server’s
customer.config
file

Use the

APIHostPort key

in the Server’s
customer.config
file

Use the
CloudShell
Configuration
Wizard

Configuration

Use the
CloudShell
Configuration
Wizard

Use the
CloudShell
Configuration
Wizard

TCP/
UDP

TCP

TCP

TCP/
UDP

TCP
(HTTP)

TCP
(HTTP)

Description

REST API
requests

For
CloudShell
XMLRPC
and TCL
API
requests.

Allows the
Quali Server
to send mail
notifications

Description

Provides
access tothe
CloudShell
Sandbox API
using HTTP
protocol

Provides
access to
CloudShell
Portal using
HTTP
protocol,
when using
IIS Express
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Port

80

443

Server

app
(inbound)

CloudShell
Portal

CloudShell
Portal

Sisense/CloudShell Insight

Port

8083

3rd Party Software

Server

app
(inbound)

Insight

Client

app
(out
bound)

None

None

Client app
(outbound)

None

Configuration

Use the lIS
Manager

Use the lIS
Manager

Configuration

Use the BiHost
key in the
CloudShell
Portal
customer.config
file

TCP/
UDP

TCP
(HTTP)

TCP
(HTTPS)

TCP/
UDP

TCP
(HTTP)

Description

Provides
access to
CloudShell
Portal using
HTTP
protocol

Provides
access to
CloudShell
Portal using
HTTPS
protocol

Description

Bl
integration

This section describes the 3™ Party software that is required, optional, and supported by
CloudShell.

Note: Administrator-level permission is necessary when installing 3 Party software that is required by

CloudShell.

CloudShell 7.0 Installation Guide
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Required

« IS Express v8.0 (Required for using CloudShell Portal)

« Microsoft .NET Framework 4.0

» Microsoft Visual C++ Runtime 9.0

» Microsoft Visual C++ Runtime 10.0

« Microsoft Windows Installer 4.5

o Python2.7

« VCTools++ (For all users. Required for compiling Python dependencies)

If any of the above 3rd Party components are missing from your computer, the CloudShell install-
ation wizard installs them before installing the CloudShell application.

Optional
« Studio, Driver Builder: LabView runtime and LabView tools are available as a separate install-
ation.
« Insight: CloudShell 7.0 Insight is available as a separate installation.
« Microsoft PowerShell version 2: Install this when using the command shell tool.

« Ranorex version 5.1.3: Install this when using the GUI Automator.

Note: When using Ranorex with certain browsers, you might have to install a plugin. For example, the Ran-
orex plugin for Chrome is available at this link.

Supported

« Source control: CloudShell 7.0 has been tested with TortoiseSVN Version 1.7/1.7.9
« Bltools: Sisense 5.7.x (supported only on 64-bit operating systems)
« Quality control:

« HP Quality Center QC10. For deployment information, see CloudShell knowledge
base > Automation execution > Integration with Quality Center > QC 10 > Integrating
CloudShell with QC10.

« HP Quality Center QC11. For deployment information, see CloudShell knowledge
base > Automation execution > Integration with Quality Center > QC 11 > Installing the
CloudShell plugin.

Database Prerequisites

CloudShell applications can work with SQL database.
CloudShell 7.0 Installation Guide 18
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SQL database user permissions

Provide Windows users with the following SQL server roles:

bulkadmin
dbcreator
processadmin
public

setupadmin

In addition, also provide a specific permission to "Connect to SQL" that is granted manually in the
"Securables" section of the user's login properties.

For a detailed list of SQL server roles, see Fixed server roles.

Installation requirements for SQL databases

The required components must be installed in the following order:

Component

Standard edition of one of the
following:

SQL Server 2008

SQL Server 2012

SQL Server 2014

-or-

SQL Server 2008 Express
SQL Server 2012 Express

Quali Server

CloudShell 7.0 Installation Guide

Installation instructions

« Where there is an existing SQL server installed on
the organization’s network, it is recommended that
this is used

« For a standalone installation, if the CloudShell
installer cannot find Microsoft SQL Server or
Microsoft SQL Server Express on the destination
environment, Microsoft SQL Server Express is
installed automatically as part of the installation
procedure.

Note: There is a limitation of the maximum database size, per
database, of 4 GB for SQL Server 2008 Express and 10 GB in
SQL Server 2012. For further information, see SQL Server
Express Overview and FILESTREAM Compatibility with
Other SQL Server Features.

« The Quali Server can be located anywhere on the
organization’s network.

« For a standalone installation, the Quali Server is
installed on the same machine as the clients and

19
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Component Installation instructions
the database.
CloudShell applications Quali Server, SQL server or SQL Express, and the

CloudShell applications can be installed on the same

machine, or on separate machines in the same network.

Software and Utilities Recommendations

For working with the automation applications

The 64-bit version of CloudShell is recommended (requires a 64-bit version of Windows).

For working with elastic search

The 64-bit version of Java is required when using a 64-bit version of Windows.

For the SNMP manager tool

An external MIB browser is recommended.

For working with the traffic libraries

Appropriate traffic generator applications must be installed.

For working with CloudShell Portal

Browser Minimum Maximum
Microsoft Edge 20.10240.16384.0 20.10240.16384.0
Microsoft IE 10.0.8400 11.0.19

Chrome 43.02357.81 48.0.2564.116
Firefox 38.05 44.0.2

Safari 51.7 51.7

Network Recommendations

Switches/Routers/LANS A 1GB connection is highly recommended.

WAN Network bandwidth with high quality of service is required for
VPN connectivity and multi-site implementations.

CloudShell 7.0 Installation Guide
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Security Recommendations

User permissions Administrator access is required for all test stations/servers.

Performance Considerations

CPU usage CPU usage by external applications may impact CloudShell performance.

CloudShell 7.0 Installation Guide
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Quick Installation

Quick Installation

Use this quick procedure to guide you to install CloudShell as a standalone installation with a
Microsoft SQL Server 2008 Express R2 database.

Note: This procedure is suitable if this is first time that CloudShell is being installed on your machine. Other-
wise, follow the upgrade procedure, see Upgrade Procedure.

Before You Begin

Ensure that your machine has the minimum system requirements, as listed in the following tables.
The requirements listed are those for a typical small installation with up to three active environments.

Operating system

Windows Any one of the following:

« 732 bitand 64 bit

« Server 2008 R2 64 bit
« Server2012 64 bit

« Server 2012 R2 64 bit

o« 8.0and8.1
« 10
Hardware
CPU 4 quad cores
RAM A minimum of 8 GB

Install CloudShell in a Quick Procedure

The Installation wizard checks for missing prerequisite components and installs them as part of the
installation process.

To install CloudShell in a quick procedure:

CloudShell 7.0 Installation Guide 22
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1.

Download the installation package for CloudShell 7.0 from Quali Download Center and save
it to a temporary directory.

Navigate to the temporary directory and from the installation package, double-click

setup.exe.
If prerequisite components are not installed, you are prompted to install them. Click OK.

In the Welcome window, click Next.

5. Accept the license and click Next.

© ©® N o

10.

To apply a license using an activation code, see Get a license file.

In the Type of Installation window, specify the Standalone installation type and click Next.
In the Component selection window, select all the components and click Next.
In the Destination folder window, accept the default or modify it, as required. Click Next.

In the IIS configuration window, selectthe Set IIS Express option. You can accept the
default port value or specify a port. Click Next.

Follow the prompts of the installation wizard, accepting the default values.

The CloudShell Configuration Wizard launches automatically when the respective CloudShell

applications have been installed. Follow the prompts of the CloudShell Configuration Wizard
to configure, in succession, each selected CloudShell application.

CloudShell 7.0 Installation Guide 23
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Upgrade Procedure
This section describes the required steps to upgrade to the latest version of CloudShell.

Note: A new license is needed for every upgrade to a major CloudShell version.

Upgrading to version 7.0 EA is supported from the following versions:

« 6.4 GA (and patches)
« 6.3 GA (and patches)
o 6.2.3 GA (and patches)

When upgrading from versions earlier than 6.2.3 GA, you must first upgrade to one of the above ver-
sions and thento 7.0 EA.

Note: Patches must be installed on GA versions only. Installing a patch on a non-GA version will result in
unexpected behavior which may corrupt the database.

Before running the installer, uninstall the CloudShell Resource Management Client from any non-
admin machines.

Note: Stop the service to avoid data change.

Upgrade Preparation
Back Up and Restore CloudShell

To backup and restore CloudShell:

1. Make sure all the users are logged off and that the CloudShell applications are not running.

2. Shut down CloudShell services in the Production environment, including the |IS Service and
any web service connection to the databases.

3. Perform a backup of the schemas.

4. Restart CloudShell services, IS and web services in the production environment (CloudShell
Service first and then the rest).

5. Copy the backup files to the Development environment.

CloudShell 7.0 Installation Guide 24
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6. Shut down CloudShell services in the Development environment including the IS Service
and any web service connection to the databases.

7. Restore the backup files into the existing schemas.

8. Restart CloudShell services in the Development environment (first restart the CloudShell Ser-
vice and then the remainder).

Proceed to Upgrade the Validation Environment.

Upgrade the Validation Environment

The purpose of installing the CloudShell upgrade on a standalone environment is to ensure that the
new version functions correctly under your organization-specific environment.

Note: Quali recommends that you validate the organization-specific environment before upgrading
CloudShell.

The validation stage checks for:

« Environment-specific installation errors

« Environment-specific compatibility issues

What you need for this stage

« CloudShell installation files

« 3rd party installation files

« Database management application

« Standalone environment for validation

o Temporary license

CloudShell installation files

You need the installation package for the CloudShell implementation, and the installation package
for the currentimplementation.

You can get the latest CloudShell version from your ftp account at ftp.qualisystems.com.

Contact Quali Customer Support through the Quali Support Center if you need to download older
installation files.

3rd party installation files

Get the installation files of the 3rd party tools being used with CloudShell on your production envir-
onment, for example:

CloudShell 7.0 Installation Guide 25
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« Traffic Generator GUI application (Ixia, Spirent, and so on)

« Ranorex 5.1.3 - Older versions of Ranorex must be upgraded to continue using the GUI tools.
Database management application
For example:

« SQLPlus
« SQL Management Studio

Standalone environment for validation

Ideally, the validation environment is identical to your production environment.

Some guidelines:

« Consider using virtual machines and/or terminal server if your production is a virtualized one.

« Aimto use the same hardware sets, same OS versions, same database brand and version,
and so on. The purpose is to be able to find all environment-related issues using this envir-
onment. You need at least two machines: one for the Quali Server and one for the client applic-
ations.

« Make sure that the different devices that are being used by CloudShell are available for your
validation stage. That includes traffic generators, L1 switches, other switches, and so on.

Note: If a device is being used by the production environment, it cannot be used in the standalone envir-
onment at the same time — this is extremely important when dealing with L1 switches.

Temporary license

1. To activate CloudShell on the validation environment, you need a license.

2. Runthe CloudShell installer or the fingerprint application and get the fingerprint information of
your machines.

3. Send a license request with this information to Quali Customer Support through the Quali Sup-
port Center.

Validation Environment Upgrade Procedure
Perform a full backup of CloudShell’s database from the Production environment and save the
backup files for later use.

The files are used to copy the production database information to the standalone environment as a
backup for the production database in case a rollback is required.

In a virtualized environment, consider creating an image of the Quali Server and client machines for
a quick and easy rollback in case it is needed.
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In the validation environment:

1.

o o & w DN

8.

Follow the Installation Guide and install the same CloudShell version that is currently installed
on your production environment.

Install the 3rd party applications (Traffic Generator GUI applications, Ranorex, and so on).
Install a database management application.
Restore the production environment database files.
Activate CloudShell and verify that all applications are functional.
In Resource Manager, perform the following steps:
a. Verify that all resources exist in the Resource Explorer.
b. Verify that you can create, edit, and delete reservations and activate environments.

c. Verify that resources can launch commands and applications.

Note: Make sure your validation environment is ready before continuing to the next step.

If you are using an L1 switch in your environment, stop usage of any L1 switches that are
shared with the production environment.

An L1 switch can be controlled only by a single Quali Server at any time. Since the L1 switch is
usually a shared resource between the production and validation environments, it is required
to stop the usage of the L1 switch on the production environment, before using it in the val-
idation environment. That includes closing all Resource Manager Client applications and any
driver projects that use the TestShell APl library.

Runthe setup.exe file to perform the upgrade.

Proceed to Upgrade the Production Environment.

Upgrade the Production Environment

When upgrading the production environment, the working procedures from the validation upgrade
are repeated, see Upgrade the Validation Environment.

What you need for this stage

CloudShell installation files

Use the files from the validation step, see Validation Environment Upgrade Procedure.
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Prepare the production environment

All users should be logged off from the production machine, and the work on this machine should be
suspended until the procedure is completed.

Acquire a permanent license

To activate CloudShell on the validation environment, you need a license. For more information, see
Select a CloudShell License.

To acquire a permanent license:

1. Runthe CloudShell installer or the fingerprint application and get the fingerprint information of
your machines.

2. Send a license request with this information to Quali Customer Support through the Quali Sup-
port Center.

Production environment upgrade procedure

Follow the upgrade procedure that was used to upgrade the validation environment. For more
information, see Validation Environment Upgrade Procedure.
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Complete Installation

Complete Installation

This section describes the complete CloudShell installation procedure.

For information about upgrades, see Upgrade Procedure.

Note: Installation of CloudShell requires administrator-level permissions.

Installation Checklist

The list below describes the complete installation and configuration procedure. It is recommended to
follow the steps described in the list to ensure a complete and correct installation.

# For information about: See this section:
Read the Installation known issues topic Known Installation Issues
Review the hardware/software requirements System Requirements
Review the prerequisites for running CloudShell Installation requirements for
with SQL server SQL databases
Review the supported and required 3rd party Required and
software Supported 3rd Party Software
Follow the backup recommendations Back Up and Restore

CloudShell

Download the installation files Download CloudShell 7.0

Installation Files

Install the system Install CloudShell 7.0

Configure the system Configure CloudShell Products

Validate and verify the installation Installation Validation
Procedure

Download CloudShell 7.0 Installation Files

The installation packages for CloudShell 7.0 are available from the QualiSystems' Download
Center.

For each file you can find the associated .md5 checksum which enables you to verify its authenticity.
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Note: Registration to the Quali Support Center is required. If you have not registered, click this link to register

New registration.

Install CloudShell 7.0

You can perform the full installation of the CloudShell Suite or, optionally, while running the install-
ation procedure, you can choose to install one or more of the CloudShell Suite components.

The Installation wizard checks for missing prerequisite components as part of the installation pro-
cess. For example, the installation wizard prompts you to install . NET Framework 4.0 and Microsoft
Visual C++ 2010 Runtime if they are not already installed.

Install CloudShell

To install CloudShell 7.0:

1. From the installation package, double-click the setup . exe file.

2. If NET Framework 4.0 is not installed on your machine, the installation procedure prompts
you to install it.

Prerequisites Installation

% NET Framework 4.0 is required For running setup,
¥' Please allow Setup to install it nov,

Ik I Cancel

3. Click OK to install . NET Framework 4.0.

When the .NET Framework is installed, the CloudShell Installation wizard starts.
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CloudShell Setup 6.3.0.1698 =] I

CloudShell

Wealcome to CloudShell Installation wizard

Cloud=hell iz an integrated infrastructure archestration and warkflov automation application.
Wearning: This program is protected by copyright lave and international treaties

,{.{:"":-:_E x.
{{ Copy fingerprint to Cliphoard
To continue, click Hext

Quali Back J\_ Mext J_Cancel J

4. Inthe CloudShell Installation wizard, click Next to open the CloudShell_Install-
ationTypeLicense Agreement.

5. Inthe CloudShell License Agreement window, select the | accept the terms of the license
agreement check box.

6. Click Nextto choose the type of installation and proceed to Select an Installation Option.

Select an Installation Option

1. Inthe Type of Installation window, specify which installation to run and click Next to choose
which components to install.
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CloudShell Setup 6.3.0.1698 M= I

CloudShell

Type of installation

Chooze the type of installation: Deszcription
Inztall CloudShell zervers and cliert

% Standalone applications to a local machine

i~ Clent
i~ Server

" Cusztom

To continue, click Hext

Quali Back ) Mext | Cancel J

The CloudShellinstallation types are listed in the following table. For the purposes of this pro-
cedure, Standalone is selected.

Installation Description
type
Standalone Choose Standalone to install the client and server applications on a

single machine.

During the Standalone installation, SQL Express Server 2008 or 2012 is
installed in a separate instance and all required databases are created
automatically on that server.

Client Choose Client installation if the Quali Server has been centrally installed
on your network. This enables you to customize your installation and
install the necessary local components.

The Client installation installs one or more selected clients on a local
machine.

Server Choose Server installation to install the server applications.

You can choose to install the Quali Server and the CloudShell Portal on
separate machines.

Custom Choose Custom installation to manually select installation components.
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Installation Description
type
For more information about the available installation components, see

CloudShell components.

For example, if Custom is chosen, select the components that you need to install, as
required.

Cloud5Shel|

Component selection

Please select the components vou would like to install:

Component Description

=-[Cservers _ Supports the execution of
~[] Quali Server CloudShel flows and
- CloudShell Portal drivers. Included in
(W] CloudShell Sandbox API Authoring installation
| TestShell Execution Server
| =[] Clients

[ CloudShel Authoring

|:| CloudZhell Resource Management Client
[ CloudShel Remote Runner

[ TestShell Studio

=[] Utilities

[ | CloudShel License Server

[ CloudShel Runtime 7.0

Size: §7.45 MB

To continue, click Hext

Quali . Back ) MNext ) Cancel )

For example, see Install CloudShell Sandbox AP | which describes how to install the
CloudShell Sandbox API, which can be installed either via Standalone or Custom installation.

2. After you have specified which installation type to run, click Next and proceed to Specify
which CloudShell Components to Install.

Install CloudShell Sandbox API

You need to install the CloudShell Sandbox API service in order to be able to use the CloudShell
Sandbox API to use CloudShell via software interfaces, for example, to develop and automate
Continuous Integration/DevOps processes.
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To install the CloudShell Sandbox API service:

1. Inthe Type of Installation window, specify the installation type.

2. Foracustom installation, select Custom, click Next, and in the Component selection win-
dow, select the CloudShell API option.
-or-

For a standalone installation, select Standalone, click Next, and select Resource Manager.
The CloudShell Sandbox APl is automatically installed together with the Resource Manager.

Note: You can install the CloudShell Sandbox API service either on the same machine on which CloudShell
Portal/Quali Server is installed, or on a different machine, and you can install several instances of this service
on several machines. For configuration details, see Configure CloudShell Sandbox API.

Specify which CloudShell Components to Install

1. Inthe Component selection window, specify which components to install.

Cloudshell Setup 6.3.0.1696 M= E
CloudShell
Componant selectior
Please select the companents you would ke fo instal:

Companert Description
O Resource Manager

O suthonng
O automation

To contimue, click Next

Quali _ Back ) Paxt _ Cancel

The available components are listed in the following table.

Installation Description

type

Resource Choose Resource Manager to install the CloudShell Resource
Manager Management Client.

Authoring Choose Authoring installation to provide a code-free hardware interface

editor for quick driver development for any environment, supporting full
equipment interchangeability and automatic documentation for easy
collaboration.

Automation Choose Automation installation to install all required components for
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Installation Description

type
running TestShell Studio locally on this machine. If an SQL server is not
already installed, the installation includes SQL Server 2008 Express R2.

For the purposes of this sample procedure, all the components are selected.

2. Click Next and proceed to Specify the Database Type.

Specify the Database Type

1. Inthe Database Type window, specify which database to use with CloudShell and click Next
to specify the destination folder. For detailed instructions, see Configure the Database Con-

nection.
Cloudshellsetp630.69 ____________________ MBI|
CloudShell
Database type

e or more of the selected products require a databasze, Select your databasze type:

" Microzoft SEL Server
SEL Server 2008 ar 2012, Standard Edition or higher

% Mhicrozoft SEL Express
L Server Express 2008 or 2012

IV Instal Microsoft SGL Server 2008 Express R2

" Oracle Databaze
Oracle Databaze 10g or 11g

To continue, click Hext

Quali Back ) Mext | Cancel |

2. If no database server is installed or is not available from a remote machine, select the
Microsoft SQL Express option and then select Install Microsoft SQL Server 2008 Express

R2 to allow CloudShell to install an express database.

3. Click Next and proceed to Select Where to Install CloudShell.
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Select Where to Install CloudShell

1. Inthe Destination Folder window, specify where to install the CloudShell applications and
click Next to start the status check for required components.

=

CloudShell Setup 6.2.0.3128 (R

CloudShell

Destination folder

Select folder where the Installation Wizard will install files:

C:AProgram Files (x86\QualiSystems

Reguired Disk Space: 2.24 GB
Rermaining Dizk Space: 28.29 GB

To continue, click Next

Quali Back ) Mext ) Cancel |

2. Specify the default path and folder to which CloudShell is installed. The following paths are
used for this procedure:

C:\Program Files\QualiSystems (for 32-bit systems)
C:\Program Files (x86)\QualiSystems (for 64-bit systems)
If you need to install to a different installation path and folder, click Change.

3. Click Next and proceed to Check for CloudShell Required Components.

Check for CloudShell Required Components

1. Inthe Prerequisites Status window, the installation wizard lists the status of all required
CloudShell components.

2. If a specific prerequisite is not configured correctly, ¥ sign appears near its row.

« Click More info to see additional information about the problem.
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« Click Auto Fix to allow the Installer to fix the problem.

Cloudshell Setup 6.3.0.1698 I =] |
CloudShell

Prerequisites status

Zome of the fallowing prereguisites are not installed or not configured properly

ag# Microzoft Visual C++ Runtime 3.0

a# Microzoft Visual C++ Runtime 9.0 x64
w¥ Micrazaft Visual C++ Runtime 10.0
ag# Microzoft Visual C++ Runtime 10.0 =64

ﬁ Distnibuted Transaction Coordinator [MSDTC] wMore info  Auto Fix
w# Windows Installer 4.5

|

Click Refresh to check prerequisites again

Quali Back | Refresh | Cancel |

3. To ensure that all the corrections are attended to, click Refresh.

CloudShell Setup 6.3.0.1698 ==l |
CloudShell

Prerequisites status

The following prerequisites are up-to-date:

o Microzoft Yisual C++ Runtime 9.0

w# Microzoft Visual C++ Runtime 9.0 #64

w¥ Micrazaft Visual C++ Runtime 10.0

ag# Microzoft Visual C++ Runtime 10.0 =64

ag# Digtributed Transaction Coordinator [MS0TC]
wg Windows Installer 4.5

- .|

To continue, click Hext

Quali Back | Mext J_ Cancel |

4. Click Next.
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CloudShell Setup 6.3.0.1698 = |

CloudShell
Prerequisites installation

IS Express 8.0 x64
Microzoft SGL Server 2008 Express R2
Microzoft SGL Server 2008 Expreszs R2 Configuration

Click Install to start prerequisites installation, or Cancel to exit

Quali

Back ) Install | _Cancel |

5. Click Install. The installation procedure commences with the database installation.
%% SOL Server 2008 R2 Setup

Feature Selection

Select the Express features toinstall.

IS[= E3

Setup Suppart Rules

Feature Selection
Installation Rules

Inskance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Etror Reparting

Installation Configuration Rules
Installation Progress

Complete

Features:

Description:

eatures
abase Engine Services
SCL Server Replication
Shared Features
|:| S0L Client Connectivity SDE
Redistributable Features

Select all Unselect Al |

Server features are instance-aware and
hawe their own registry hives, They
suppork multiple inskances on a computer.

Shared feature directory:

IC:'l,Program Files {x&8 Microsoft SOL Server!, |

= Back

Mext = Cancel | Help |

6. Click Next.
7. When installing the SQL Express database that is provided together with CloudShell, verify

that localhost\qualisystems2008 is displayed in the Server Name list box.
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%% SOL Server 2008 R2 Setup H=

Instance Configuration

Specify the name and instance 10 for the instance of SQL Server, Instance ID becomes part of the installation path.

Setup Support Rules (" Default instance
Festilie St & Mamedinstance:  [QUALISYSTEMS2008
Installation Rules
Instance Configuration
Disk Space Requirements Instance ID: IQUALISYSTEMSZDUS
Server Configurakion 5 - -
Instance rook directory: |C:'|,Program Files (x&&)\Microsaft SQL Server |
Database Engine Configuration

Etror Reparting
Installation Configuration Rules SCL Server directory: C:\Program Files {x86)\Microsoft SOL ServeriMSSQOLLI0_S0.CQUALISYSTEMSZ005

Installation Progress
Installed instances:

Complete
Instance Mame | Instance ID | Features | Edition | Version
< Back Mext = Cancel Help |
A
8. Click Next.
& S0L Server 2008 R2 Setup M=
Server Configuration
Specify the service accounts and collation configuration.
Setup Support Rules Service Accounts | Collation I
Feature Selection
Installation Rules IMicrosoft recommends that wou use a separate account for each SQL Server service,
Instance Configuration Service | Account Mame Password Startup Type
Disk Space Requirements g et Database Engine MT AUTHORITYINET'WOR. .. Aukomatic j
Server Configuration 3QL Server Browser NT AUTHORITYILOCAL 5... Disabled =]
Database Engine Configuration |
Etror Reporting
Installation Configuration Rules Use the same account for all SOL Server services |
Installation Progress
Complete
< Back Mext = Cancel Help
VA

9. Click Next.
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W SOL Server 2008 B2 Setup

Database Engine Configuration
Specify Duatabass Engire suthenkicstion seouity mode, adminestratboes and dats deectories.
Selup Support Rukes Account Provisoning | Daka Dectories | User Instances
Faature Selection
Irestalation Rues Spaciy the suthenbication mods and admnetrstors for tha Datsbacs Engine,
Instarce Configurstion Authentication Mada
Dk Space Raquirements o " s
Larver Configuration
T Mied Miode Server suthentication sndl Windows suthenkication
Database Engine Conliguration ks .
Error Rsporting Spaciy Hhe password For the S0L Server system adminisfrator (sa) scoount,
Installstion Configuration Rulss Ertew pasgwerd: |
TS Confem password: I
Cinsplte
Spacily SO Server administraton:
SOL Server administrators
e areeshricted access bo
e Dt aliage Engine,
Sudd Cumresnit Lser | hudd. .. | Fmmires I
< Back. | et > I Cancel I Help |
A
10. Click Add Current User and specify the required details.
11. Click Next.
%% SOL Server 2008 R2 Setup M=l
Error Reporting
Help Microsoft improve SCL Server features and services,
Setup Suppart Fules Specify the information that wou would like to automatically send to Microsoft to improve future releases of SQL

Server, These settings are optional. Microsoft treats this information as confidential. Microsoft may provide
updates through Microsoft Update to modify feature usage data. These updates might be downloaded and
Installation Rules installed on your machine automatically, depending on your Automatic Update settings.

Feature Selection

Inskance Configuration

Disk Space Requirements X X X X
See the Microsoft SOL Server 2008 B2 Privacy Statement For more information.

Server Configuration
Database Engine Configuration Read more abouk Microsoft Update and Automatic Update.
Error Reporting

Installation Configuration Rules
Installation Progress r Send Windows and SOL Server Error Reparts to Microsoft or wour corparate report server, This setting anly

applies to services that run without user interaction,
Complete

< Back Mext = Cancel Help

12. Click Next. The SQL database installation proceeds.
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T 50U Server 2008 R2 Setup

Complete

Your SOL Server 2008 R2 installation complabed successhully,

Sastup Support Flukes Summary log fils has been saved ta the Following kocation:
Irestallation Fules
Instarce Configuration Irformation shout the Setup operation o possdbls next steps:
Disk 3pace Requiraments 5 Your SOL Server 2008 R2 installston complsted successfuly,
Server Configuration
Dot b Engines Cionifiguration
Erroe Rieporting
Inestallstion Configuration Rules
Installation Progress
Complete
Supplemnental Information;
[The Following nates apply to this release of S04 Server orly. -
Microsoft Update
For information sbout how o use Microsoft Update bo identify updates For SOL Server 2008 B2, ses the Microsoft
Updats Web sibe at hitp: oo, microsoft, comffwin Minkjd= | 05405,
B wmwmmm:mwmmmﬁmwmmmhww
da ;mmmdarunmwmm:tmmmnz,mmmmm;uu
d=iiTE43. To resd shout suppert For SOL Server sample dstabaces and |
4
13. Click Close.
Cloudshell Setup 6.3.0.1698 I =] |
CloudShell

Prerequisites installation

w IS Express 8.0 <64
\u;? Microzoft SGL Zerver 2008 Express R2
\*.-"7 Microzoft AL Server 2008 Express B2 Configuration

|

All prerequisites were installed successfully Click Hext to continue

Quali Back | Mext )| Cancel |

14. The prerequisites are installed.

15. Click Next and proceed to Install Products.
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Install Products

1. Inthe Products Installation window, click Install to start the CloudShell product installation.
Some supporting applications may be included in the list of applications to be installed.

@ cloudshell

Products Installation

Il Cloud=hel Configuration Wizard it
Il Cloud=hel Monitor

Il Sual Server

Il Cloud=hell Portal

Il TestShel QSMGC Server

Il TestShel Execution Server

Il Cloud=hell Rurtime

Il CloudZhel Rezource Management Client
Il CloudZShel Remote Runner

Il Cwali Server Configuration

Il CloudShel Portal Configuration

Il Test=Shel Execution Server Configuration

m

Click In=tall to start product installation

QLI{]" | Back _J Install )| Cancel _J
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e CloudShell

Products Installation

wg/ TestShell Execution Server -
% CloudShel Rurtime

w CloudShel Authoring

\y" Cloud=hell Resource Management Client

%/ CloudShel Remote Runner

w TestShell Studio

EP CloudShell License Server Configuration
Il Quali Server Configuration

Il CloudShel Portal Configuration

Il TestShel Execution Server Configuration

Il CloudZhel Runtime Configuration

Il Cloud=Shel Authoring Configurstion

m

Funning Cloud=hell License Server Configuration...

Quali Back ) _ Install J|_Cancel J

After completing the installation of the CloudShell License Server component, the installation
wizard pauses.

A separate configuration window opens, relevant to the CloudShell License Server that has
just been installed.

2. Complete the configuration steps and then continue with the installation wizard.
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ﬁ' Configuration Wizard - CloudShell License Server

CloudShell Quali

License Server

Welcome to product configuration

This tool allows you to set up, configure and modify basic elements of your application.

At first installation, follow the directions in each element window to complete the
configuration process.

Click Mext to continue, or Close to exit.

Mext ] [ Cloze

3. Complete the configuration settings for each installed application to achieve a successful
installation.

4. Complete each step of the CloudShell License Server Configuration Wizard. For more inform-
ation about configuring CloudShell, see Configure CloudShell Products.

ﬁr Configuration Wizard - CloudShell License Server

CloudShell Quali

License Server

Congratulations

You've just completed configuring your application.

[] Run Licensing Admin

Click Finish to exit, or Previous fo go back.

Previous ” Finish i

5. Atthe final step of the CloudShell License Server Configuration Wizard, click Finish.
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The installation wizard continues with the installation procedure and installs the next com-
ponent.

@ Cloudshell

Products Installation

[HE ST T L R T T

% CloudShel Rurtime

w CloudShel Authoring

g? Cloud=hell Resource Management Client
% CloudShel Remote Runner

ag? TestShel Studio

gﬁ‘ CloudShell License Server Configuration
$ Quali Server Configuration

Il Cloud=Shel Portal Configuration

Il TestShell Execution Server Configuration
Il CloudShel Rurtime Configuration

Il CloudShel suthoring Configurstion

Il CloudZhel Resource Management Client Configuration S

m

Funning Guali Server Configuration. ..

Quali Back ) _ Install )| Cancel J

6. After completing the installation of the Quali Server component, the installation wizard pauses
and the Quali Server Configuration Wizard opens.

. Quali
Quall systems

Server

Welcome to product configuration

This tool allows you to set up, configure and modify basic elements of your application.

At first installation, follow the directions in each element window to complete the
configuration process.

Click Mext to continue, or Close to exit.

=
m
n

AouUs Mext ] [ Close
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7. Complete each step of the Quali Server Configuration Wizard.
8. Atthe final step of the Configuration Wizard, click Finish.

The installation wizard continues with the installation procedure and installs the next com-
ponent.

@ Cloudshell

Products Installation

W TR T R R |

w CloudShel Rurtime

wf CloudShell Authoring

w CloudShell Resource Managsment Clisnt
w¥ CloudShel Remaote Runner

w? TestShell Studic

W Cloud=hell Licenze Server Configuration
v‘ Gual Server Configuration

L'.} CloudShell Portal Configuration

Il Test=hell Execution Server Configuration
Il ClowdShell Rurtime Configuration

Il CloudShell Authoring Configuration

Il CloudShel Resource Management Client Configurstion -

Running Cloud=hell Portal Configuration. ..
W |

Quali Back ) _ Install J|_Cancel J

9. After completing the installation of the CloudShell Portal component, the installation wizard
pauses.

The CloudShell Portal Configuration Wizard opens.
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Quali
CloudShell Systoms

Portal
Welcome to product configuration
This tool allows you to set up, configure and modify basic elements of your application.
At first installation, follow the directions in each element window to complete the

configuration process.

Click Mext to continue, or Close to exit.

Next ][ Cloze

10. Complete each step of the CloudShell Portal Configuration Wizard.

11. Atthe final step of the component Configuration Wizard, click Finish.

The installation wizard continues with the installation procedure and installs the next com-

ponent.
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@ Cloudshell

Products Installation

[ T T R T T T T

w? CloudShel Rurtime

wg? CloudShell Authoring

w CloudShel Resource Management Clisrt

w/ CloudShell Remaote Runner

w TestShel Studio

-.5.'9‘ CloudShel License Server Configuration

wJ Guali Server Configuration

vﬁ‘ Cloud=hell Portal Configuration

I$ TestShell Execution Server Configuration
Il Cloud=Shel Runtime Configurstion

Il CloudShel Autharing Configurstion

Il CloudShel Resource Management Client Configuration -

Funning Test=hell Execution Zerver Configuration...

QUG" ~ Back J _ Install J _ Cancel )

Note: Before installing the Execution Server, make sure VCTools++ is installed for all users so that
the Execution Server can use it to compile Python dependencies, when needed. Alternatively, unin-
stall VCTools++ to have CloudShell install it for you.

12. After completing the installation of the TestShell Execution Server component, the installation
wizard pauses. The TestShell Execution Server Configuration Wizard opens.
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13.
14.

Execution Server
Welcome to product configuration
This tool allows you to set up, configure and modify basic elements of your application.

At first installation, follow the directions in each element window to complete the
configuration process.

Click Mext to continue, or Close to exit.

Quali
TestShell systems

Mext H Close

Complete each step of the TestShell Execution Server Configuration Wizard.

At the final step of the component Configuration Wizard, click Finish.

The installation wizard continues with the installation procedure and installs the next com-

ponent.

@ cloudshell

Products Installation

e R

% CloudShel Rurtime
w CloudShell Authoring
g? Claud=Shell Resource Management Client
w# CloudShel Remote Runner
w? TestShell Studio
\V/f CloudShell License Server Configuration
&3‘ Guall Server Configuration
# Cloud=hell Portal Configuration
W TestShell Execution Server Configuration
$ CloudShell Runtime Configuration
Il CloudShel Autharing Configurstion
Il CloudZhel Resource Management Client Configuration o

m

Funning Cloud=hell Runtime Configuration...

QUG" _ Back J _ Install J (_ Cancel )
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After completing the installation of the CloudShell Runtime component, the installation wizard
pauses.

Quali
CloudShell cystoms

Runtime

Welcome to product configuration
This tool allows you to set up, configure and modify basic elements of your application.

At first installation, follow the directions in each element window to complete the
configuration process.

Click Mext to continue, or Close to exit.

MNext ] [ Close

15. Complete each step of the CloudShell Runtime Configuration Wizard.
16. Atthe final step of the component Configuration Wizard, click Finish.

The installation wizard continues with the installation procedure and installs the next com-
ponent.
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@ Cloudshell

Products Installation

e R

% CloudShel Rurtime

w CloudShell Authoring

g{? Claud=Shell Resource Management Client

w# CloudShel Remote Runner

w? TestShell Studio

\g? CloudShell License Server Configuration

gf Guall Server Configuration

W/" Cloud=hell Portal Configuration

# TestShell Execution Server Configuration

wﬂ Cloud=hell Runtime Configquration

Eﬁ CloudShell Authoring Configuration
Il CloudZhel Resource Management Client Configuration o

m

Funning Cloud=hell Authoring Configuration...

Quali Back ) _ Install J|_Cancel J

After completing the installation of the CloudShell Authoring component, the installation wiz-
ard pauses. The CloudShell Authoring Configuration Wizard opens.

¢#%.. Cloudshell Quali

Authoring

Welcome to product configuration
This tool allows you to set up, configure and modify basic elements of your application.

At first installation, follow the directions in each element window to complete the
configuration process.

Click Mext to continue, or Close to exit.

MNext ] [ Close

17. Complete each step of the CloudShell Authoring Configuration Wizard.
18. Atthe final step of the component Configuration Wizard, click Finish.
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The installation wizard continues with the installation procedure and installs the next com-
ponent.

@ cloudshell

Products Installation

=] =

-J Cloud=hell Resource Management Client

% CloudShell Remote Runner

w# TestShell Studio

'V‘/" Cloud=hell Licenze Server Canfiguration

-.g? Guali Server Configuration

-J Cloud=hell Portal Configuration

-J TestShell Execution Server Configuration

\V/v‘ Claud=hell Runtime Configuration

-J CloudZhell Authoring Configuration

L} CloudShell Resource Management Client Configuration
Il Cloud=Shel Remaote Runner Configuration |
Il TestShel Studio Configuration -

m

Funning Cloudshell Resource Management Client Configuration. ..

Quali Back J _ Install J (_Cancel )

19. After completing the installation of the CloudShell Resource Management Client component,
the installation wizard pauses.

The CloudShell Resource Management Client Configuration Wizard opens.
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N CloudShell Quali

Resource Manager

Welcome to product configuration

This tool allows you to set up, configure and modify basic elements of your application.

At first installation, follow the directions in each element window to complete the
configuration process.

Click Mext to continue, or Close to exit.

MNext ] [ Close

20. Complete each step of the CloudShell Resource Management Client Configuration Wizard.
21. Atthe final step of the component Configuration Wizard, click Finish.

The installation wizard continues with the installation procedure and installs the next com-
ponent.
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@ cloudshell

Products Installation

" -
g{f ClaudShell Resource Managemert Cliert

% CloudShel Remote Runner

wy’ TestShell Studio

\V/f Cloud=Shell License Server Configuration

tf GAuall Server Configuration

ﬁf Cloud=hell Portal Configuration

W TestShell Execution Server Configuration

-ﬁ‘ Cloud=Shell Rurtime Configuration

gf? CloudShell Authoring Configurstion

ﬁ Cloud=hell Resource Managemenrt Client Configuration
$ CloudShell Remote Runner Configuration

Il TestShel Studio Configuration

m

1

Funning Cloud=hell Remate Runner Configuration...

Quali _ Back J _ Install J (_ Cancel )

After completing the installation of the CloudShell Remote Runner component, the installation
wizard pauses. The CloudShell Remote Runner Configuration Wizard opens.
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@ Cloudshell

Products Installation

- =
w CloudShel Resource Management Clisrt

w CloudShel Remate Runner

w¥ TestShell Studio

\}'//" CloudShell License Server Configuration

w Guali Server Configuration

g{? Claud=Shell Portal Configurstion

@f‘ TestShell Execution Server Configuration

-g? Cloud=hell Rurtime Configuration

-.v’? Cloud=hell Authoring Configuration

\J Cloud=hell Resource Managemert Client Configuration
w¥ CloudShel Remote Runner Configuration

L-'} TestShell Studio Configuration -
Running TestShel Studio Configuration. ..

m

Quali Back ) _ Install )| Cancel J

22. Complete each step of the CloudShell Remote Runner Configuration Wizard.
23. Atthe final step of the component Configuration Wizard, click Finish.

The installation wizard continues with the installation procedure and installs the next com-
ponent.
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@ cloudshell

Products Installation

w CloudShel Resource Management Clisrt
w¥ CloudShel Remote Runner

w¥ TestShell Studio

qﬂ' CloudShell License Server Configuration
w Guali Server Configuration

% CloudShel Portal Configurstion

ﬁ‘ TestShell Execution Server Configuration
-qﬁ‘ Cloud=hell Rurtime Configuration

J Cloud=hell Authoring Configuration

W Cloud=hell Resource Managemert Client Configuration
w¥ CloudShel Remote Runner Configuration
L-P TestShell Studio Configuration
Running TestShel Studio Configuration. ..

e

m

4

Quali Back ) _ Install )| Cancel J

After completing the installation of the TestShell Studio component, the installation wizard
pauses.

The TestShell Studio Configuration Wizard opens.
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TestShell Quali

Studio

Welcome to product configuration

This tool allows you to set up, configure and modify basic elements of your application.

At first installation, follow the directions in each element window to complete the
configuration process.

Click Mext to continue, or Close to exit.

Mext H Close

24. Complete each step of the TestShell Studio Configuration Wizard.

25. Atthe final step of the component Configuration Wizard, click Finish.
The installation wizard continues with the installation procedure and installs the next com-
ponent.
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@ Cloudshell

Products Installation

- -

w CloudShell Resource Management Cliert
o CloudShell Remaote Runner

o TestShell Studio

\ﬁ CloudShell License Server Configuration
fﬂ Guali Server Configuration

\‘y‘ Cloud=hell Portal Configuration

\J TestShell Execution Server Configuration
w‘ Cloud=hell Runtime Configuration

v‘ Cloud=hell Authoring Configurstion

J CloudZhell Resource Managemert Client Configuration
J Cloud=hell Remote Runner Canfiguration
v‘? TestShel Studio Configuration

m

1

All products were installed successfulhy Click Hext to continue

Quali ~ Back )| Next )| Cancel )

26. Click Next to complete the installation procedure.

CloudShell Setup 6.3.0.1698 = |
@ Cloudshel

CloudShell Installation completed

You have successtully completed the Installstion wizard for Claud=hell

To close the Wizard, click Finigh

Quali _ Back ) Mext ) Finish )

27. Click Finish.

You can run the CloudShell Configuration Wizard for any installed CloudShell application, as
required.

CloudShell 7.0 Installation Guide 58



Complete Installation

i Cloudshell Configuration ’ — O >

Click a product to configure:

— Qual Server & CloudShell License Server TestShell Q5MO Server
QFCIEIE-'.-’Q1 G! 7.0.0.5791 7.0.0.5791
CloudShell Portal CloudShell Maonitar TestShell Studio
QFCIEIEF.-'Q'I Gl 7.0.0.5791 7.0.0.5791

¢ CloudShell Sandbox API 2 CloudShell Remaote Runner
Q 7.0.0.5791 Gf 7.0.0.5791
CloudShell Resource Management Client ‘. CloudShell Runtime 7.0
ﬁ?[l[lf-?g‘l G"_ 7.0.0.5791
. CloudShell Authoring 5 TestShell Execution Server
G‘?CIEIE-':’Q‘I Q 7.0.0.5791

Close

For more information about the CloudShell Configuration Wizard procedure, see Configure
CloudShell Products.

Proceed to Import User Definitions from an Active Directory (Optional) .

Import User Definitions from an Active Directory (Optional)

This section describes how to import user definitions from an active directory. Perform these steps
after completing the CloudShell installation.

Add a key to the customer.config file

Use the following steps to add the required key to the customer . conf i g file and modify it to the
required domain name.

Note: Before importing user definitions from the active directory, ensure that the logon user of the serveris in
the same domain as the Active Directory.

To add the required key to the customer.config file and then modify the key:

1. In the machine where CloudShell is installed, navigate to CloudShell installation folder, for
example:
C:\Program Files (x86)\QualiSystems\CloudShell\Server

2. Openthe customer.configfilein atexteditor.
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B customer.conlig - Mobepad Mi=] E3
Fie Edt Format View Help
<appsettingss =]

<add key="PostInstallversion” value="6.3.0.1608"/ >

<add key="skipLicense” value="False”/>

<add key="UseCommuter” wvalue="False" />

<add key="LicenseFilename” wvalue=""/>

<add key="Licenseservername” value="gasgl”/ >

<add key="Licenseserverrort” values"S093"/ >

<add key="Packagesversion” value="635660352320000000" />

cadd key="Credentials.username” value="admin" />

<add key="cCredentials.prassword” values"agaasncHnd3srder HoAWE A1+ 5BARRAEPGS JLZ SUKKXTovTDA SUygoass
<add key="Credentials.Encryption” value="Dpapi"/ >

I
</fappsettings>

| | b

3. Add the following line to the customer . configfile.

<add key="ActiveDirectory.Domain" value="QUALISYSTEMS"/>

4. Modify the new key by changing the value field from "QUALISYSTEMS" to that of your
domain, for example:

value="MYDOMAIN"
5. Save the modified customer.configfile.

6. Restart the service.

Import new users into CloudShell
The definition of users is done through CloudShell Resource Management Client.

Note: Before importing user definitions from the active directory, the logon user of the server must be in the
same domain as the Active Directory.

To import new users into CloudShell:

1. Open the CloudShell Resource Management Client.

2. From the Help menu, select CloudShell knowledge base > Admin guide > User man-
agement > CloudShell users and groups.

3. Follow the steps described in the "Importing new users into CloudShell" topic in the Admin
Guide.
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Configure CloudShell Products

This section describes the configuration settings for the CloudShell products.

Configure Application Settings

While the available configuration settings vary for each component, the configuration options are the
same within each configuration utility. For example, for any product where you need to select a
license, the Select a license screen works the same way for every configuration utility. Instead of
walking through each in a linear fashion and repeating the information multiple times, the process of
selecting a license is explained once, see Select a CloudShell License.

You need to complete or close the configuration settings for each installed application for a suc-
cessful installation.

If you choose to close, rather than complete a product installation, make sure to run the product’s
configuration utility prior to launching it for the first time.

To launch the CloudShell Configuration Wizard:

1. Select Start > All Programs > QualiSystems > Tools > CloudShell Configuration Wiz-
ard.

Gi CloudShell Configuration ’ — O >

Click a product to configure:

— Quali Server & CloudShell License Server TestShell Q5SMQ Server
Q 7.0.0.5791 G.] 7.0.0.5791 7.0.0.5791
Cloud5hell Portal CloudShell Monitor TestShell Studic
Q 7.0.0.5791 G! 7.0.0.5791 3' 0.0.5791

G» CloudShell 5andbox AP d: CloudShell Remote Runner

7.0.0.5791 7.0.05791

CloudShell Rescurce Management Client o CloudShell Runtime 7.0
".‘b‘ 7.0.0.5791 G."' 7.0.0.5791

E_ CloudShell Authoring C TestShell Execution Server

10,0579 1.0.0.5791

Close
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2. Select a product to configure and follow the prompts of the wizard. (Configuration details are
provided in the following related topics.)

Configure the TestShell Execution Server

To configure the TestShell Execution Server:

1. Inthe TestShell Execution Server configuration window, specify the execution server set-
tings:

Quali
TestShell e

Execution Server

Execution server configuration

Server name VM177125149

erver description Execution Server-can run Python scripts
Job slot capacity 1

Command slot capacity 10

Click Mext to continue, or Close to exit.

Previous | [ Mext | [ Close
Parameter Description
Server Specify a name for the server. By default, the computer name is used as
name the execution server name.
Server Enter a short description of the server. This description helps portal
description users when selecting which execution server to use in a job template.
Job slot Specify the permitted number of concurrent jobs.
capacity
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Parameter Description

Command Specify the permitted number of commands. You can specify 0 or any
slot required number of command slots. The value of this field is not
Capacity dependent on alicense.

Note: Do not leave this field blank. Specify either 0 or the required
number of command slots.

2. Click Next.

Configure the TestShell Execution Server to Run as a Pro-
cess by Default

By default, the TestShell Execution Server currently runs as a service, which may be convenientin
many cases. However, there are some technical limitations when running the Execution Server as a
service, for example, the following features cannot be used:

» GUI automation (Ranorex)

« Writing to Excel through the Filesystem library prior to Library version 5.1.1
Libraries which must launch a GUI, for example: IXNetwork

« Studio Function - Capture Image
In contrast, there may be instances that it is preferred to run the Execution Server as a process.

However, the limitation in this case is that the user has to be logged in to Windows, which may not
always be possible, or simply inconvenient.

The following procedure explains the steps required to convert the default TestShell Execution
Server service to a process.

To run the TestShell Execution Server as a process by default:

1. Stop the Execution Server service.

2. Run CMD (as administrator).

3. Deletethe service (sc delete [ServiceName]).
4

. Create the CMD script with following command:

c:\Program Files (x86)\Qu-

aliSystems\TestShell\ExecutionServer\QsExecutionServer.exe tray

5. Add the CMD script to the "startup” folder. (Windows launches the script automatically.)
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Configure the Self-Service Portal

CloudShell Portal is a self-service web client. This section describes how to configure the
CloudShell Portal.

Install the required IIS version

e Usethe IIS configuration window to install the required IIS version.

* Configuration Wizard - CloudShell Portal
Quali
CIOUdShen systems
Portal

118 configuration

= Usells Express  setls manually

Port a1 Find a free port

Previous | Mext Close

The portal is installed in the QualiSystems Program Files folder:
e For32bitOS:C:\Program Files\Qualisystems\CloudShell\Portal

e For64bitOS:C:\Program Files (x86)\Qu-
alisystems\CloudShell\Portal

Configure the session timeout interval

1. Gotothe<Installation drive>\Program Files (x86)\Qu-—
aliSystems\CloudShell\Portal\Web.configfile.

2. Setthe CloudShell Portal timeout interval using the “timeout” attribute in the “sessionState”
element.
The value that is specified for the “timeout” attribute determines the CloudShell Portal session
timeout interval in minutes.
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Inthe Web . config file, the following XML lines contain the “timeout” attribute:
<system.web>
<sessionState timeout="120">
</sessionState>
This default setting means that the CloudShell Portal timeout interval is set for 120 minutes.

An alert message is issued shortly before the timeout, so if you do modify the timeout interval,
do not use a setting that is six minutes or less.

3. After modifying the Web . config file, save it, restart the IS, and clear the browser cache.

Note: Any modification that you make to the Web . config file is overwritten during an upgrade of the
CloudShell application.

lIS configuration with IS Express

When the Set IS Express option is selected, setup installs 1IS Express if it does not already exist on
the server machine:

o OnWindows 7 and Windows Server 2008, 1IS Express version 8.0 is installed, either 32-bit or
64-bit, according to the OS platform.

« Earlier versions of IIS Express are uninstalled from your machine.

The default configuration uses port 80 as the port number and localhost as the address. You can con-
figure these settings during the installation, or modify them later by launching the Quali Server con-
figuration utility.

To load the portal:
1. Openabrowserandenterthe localhost:Port# address foralocal machine, or the
IP:port/DNS:port address for remote access.

2. Inthe Administrative Tasks window (see Admin Configuration Settings), set the admin pass-
word, email, and SMTP settings, assign users to groups and domains, and update data.

3. Optionally, designate the port manually by entering an available port number in the Port field
text box. The installer notifies you if the port that you specified is unavailable.

[IS configuration using the [IS manual option

1. When the Set IIS manually option is selected, the IS configuration window is displayed:

CloudShell 7.0 Installation Guide 65



Configure CloudShell Products

rlﬁ' Configuration Wizard - CloudShell Portal @ﬁ
Quali
CIOUdShen systems
Portal

IS configuration

) Use IS Express @:Set 115 manually

1. Create a new web site in 115 Manager. How do | set 1157

2. Enter the port you configured. 49723 Wihy?

3. Test portal settings. Check now
Frevious ] [ Next ] [ Cloze

2. Proceed with the configurations described in the following topics:

a. Create anew website in IIS Manager.

b. Enter the port you configured.

c. Test portal settings.

Create a new website in IIS Manager

This procedure assumes that CloudShell Portal and Quali Server are installed on the same
machine.

Note: Complete the CloudShell Portal and Quali Server installation procedure and then return to this pro-
cedure.

To create a new website in IIS Manager:

1. After completing the installation procedure to install CloudShell Portal and Quali Server, open
the IIS Manager by running the following command at the command prompt:

CloudShell 7.0 Installation Guide 66



Configure CloudShell Products

inetmgr.msc

2. Inthe Connections window, right-click Sites.

Connections

#
A -

3 DEV002 (QUALISYSTEMS\nat)
J Application Pools

4+ @ Sites
Q@  AddWebsite..
, Ly
i3  Refresh

“*  Add Web Site From Gallery

= Switch to Content View
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3. Inthe context menu, select Add Web Site.

-

Add Web Site

Site name: Application poo

Content Directory
Physical path:
C:\Program Files (x86)\QualiSystems\ CloudShell\Portal !]

Pass-through authentication

I Connect as... ] I Test Settings...
Binding
Type: IP address:
https w | All Unassigned -

551 certificate:

[Nut selected -

L2 i)
estchell Portal (or any other name)  Testshell Portal (or any other nar

Port:
443

Cancel

In the Site name field, specify a name for the site.

(For HTTPS only) Set the Binding Type to https.

N o o &
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(For HTTPS only) Set the SSL certificate to the certificate provided by the client.
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8. Click OK to submit the changes.

Connections

A

o~

493 DEV0O02 (QUALISYSTEMS\nat)
t:* Application Pools

4@ Sites
- ) Default Web Site
> J&} Testshell Portal (or any other name)

9. Inthe Connections window, right-click Application Pools.

Edit Application Pool 2 eS|

Testshell Portal (or any other name)

MET Framework version:

[ MEE R s i 30000 -

Managed pipeline mme:

’Integrated - ]

Start application pool immediatehy

| ok || cance |

10. Inthe Edit Application Pool window, edit the application pool that was created for your web-
site. Modify the .NET Framework version to 4.0 [5.1 Patch 4].

11. Gotothe s\Qualisystems\Cloudshell\Server\QsTeamServer.exe.config
file and change the value for LoadIISExpress to False in the following key:

<add key="Portal.LoadIISExpress" value="False" />
12. Gotothe $\Qualisystems\Cloudshell\Portal\customer.configfileand
change the value for UseTisExpress to False in the following key:

<add key="UselisExpress" value="False"/>
13. InlIS Manager, start the website.
14. Restart the Quali Server.

15. Browse to the website and test it.
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Note: Skype and perhaps other applications might block certain ports. For example, Skype blocks the
default HTTPS port 443.

16. Iferror message HTTP Error 500.19 is issued, open the command prompt as administrator
and run the following command:

cd C:\Windows\Microsoft.NET\Framework\v4.0.30319\
aspnet regiis -1
17. Reload the website.

18. If you are running Microsoft Server 2012 and error message "HTTP Error 500.19" is issued,
goto s\Qualisystems\Cloudshell\Server and modifythe QsTeamServ-

er.exe.configfile..

19. Ifyou are using IIS 8 with Windows Server 2012 or Windows Server 2012 R2, make sure to
install the '"Web Server' role within the server manager.

20. After choosing the web server role, click Next and in the Role Services section, under
Application Development, select ASP.NET 4.5.

This sub-role enables IIS to use the ASP.NET 4.5 for running the CloudShell Portal.

21. Continue to specify the IIS settings. Proceed to Enter the port you configured.

Enter the port you configured

The CloudShell Configuration Wizard requires the port number to be able to test connectivity.

To specify the IIS website port:

« Inthe lIS configuration window, in the Enter the port you configured field, specify the port
that you entered in the Add Web Site window.

Test portal settings

To test the portal settings:

1. Inthe lIS configuration window, click Check Now.
2. Click Next.

IIS configuration changes when browsing to CloudShell Portal

When using Windows Server to run CloudShell Portal using IIS version 7.0+ webserver, you must
modify the Web . con £ 14 files in order for CloudShell Portal to work properly.
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To modify the Web.config file:

1.

Gotothe<Installation Drive>\QualiSystems\CloudShell\Portal \We-

b.config file and locate the following XML element:
<configuration>
<system.webServer>
<modules>
Add the following element under it:
<remove name="WebDAVModule" />
Locate the following XML Element:
<configuration>
<system.webServer>
<handlers>
Add the following element under it:
<remove name="WebDAV" />
Savetheweb.configfile.

Restart CloudShell Portal.

Configure CloudShell Sandbox API

The CloudShell Sandbox API service is installed by selecting the CloudShell Sandbox API option

in the Component selection window (as described in Install CloudShell Sandbox API). The

CloudShell Sandbox API can be installed either on the same machine as the CloudShell Portal/Qu-
ali Server or on a different machine, and you can install several instances of this service on several
machines (and can configure the settings accordingly).

Note: The default port for the CloudShell Sandbox API in the Quali Serveris 82. You can customize this port

number, as required.

To customize the port settings for accessing the CloudShell Sandbox API:

1.

In the CloudShell Configuration Wizard, click CloudShell Sandbox API to open a web

page, where you can customize the Port Number for accessing the API to suit your needs.
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E& Quali Configuration REVERT

£ CLOUDSHELL SANDBOX AP CloudShell Sandbox API

Port Number
a2
Port number for accessing the Sandbox API gateway.

localhost
Host name or IP address of the Quali Server.

2. When the CloudShell Sandbox APl is installed on a different machine than the CloudShell
Portal, in the Quali Server Address field, you can specify the host name or IP address of the
Quali Server.

3. Click Save to save the settings. (If you wish to revert the settings, click Revert.)

Select a CloudShell License

The Select a license window enables you to license your CloudShell applications.

You can configure a mix of license settings, using different types of files for each application. For
some applications, you can specify more than one type of license. For example, you could run
CloudShell Authoring with a seat license (from the license file) and CloudShell Resource Manager
with a floating license (from the license server).

Select a license

To select a license:

1. The Select a license window, select the license type.

2. Since the license status does not update automatically, click Refresh to update the license
information that you entered.

3. Verify that the License Status is now "All Valid".
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Select a floating license

1. SelectLicense Server to use a floating license from your organization’s License server.

¥ Configuration Wizard - CloudShell Seryer |

Quali

systems

& CloudShell

Select a license.

Get Licensa Fllel

[ License File (select the location of your license file)

[V License Server {enter your license server address)

Address {computer name or IP):  qasal Port: 5093
[~ commuter license
License Status:  All Valid Details
* Refrazh the license status (this may take a few moments)
Previous | Mext I Close |

2. Enterthe name or IP Address of the machine where the License Server is installed.

3. Leave the Port field value with the default (5093).

Select an installed license file

1. For a single station (“seat”) license, you can either specify an installed license, or request a
license based on your computer’s ID.

2. Ifyou already have a license installed, click Browse to search for and select the license file.
The path to the selected license file is displayed in the Select the location of your license
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file box.

¥ Configuration Wizard - Quali Server

. Quali
Qual I systems

Server

Select a license

Get License FI|E|

[ License file (specify the location of your license file)

Browse
[ License server (enter the address of your license server)
[ Commuter license
License Status:  All Valid Details
* Refresh the license status (this may take a few minutes)
Click Mext to continue, or Close to exit.
Previous Mext Close

Get alicense file

To get a license file:

1. Click the Get License File button.
The Get License File dialog box is displayed.
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Get License File |

Online Activation Code

Sends the Activation Code to QualiSystems which will automatically generate and
send the license file back, requires internet connactivity,

Enter Activation Coda:

{e.g.: CompanyMame-3347-F4E94943F3BE42609900A51CACEDSETA)

Send

Email Fingerprint

Manually send via email the fingerprint displayed below.
Click the fingerprint to copy to dipboard.

; ﬂ Copy fingerprint to Clipboard

Retumn

Cancel |

2. Inthe Online Activation Code section, click the Send button to automatically generate an
activation code from your computer’s fingerprint.

If you don't have a computer fingerprint, perform the following:

a. OpentheC:\Program Files (x86)\QualiSystems\Licenses)\ folderand
make surethe ActivatedLicense <version#>.1lsn file doesn’texist. If it exists,
rename it.

b. Inthe Online Activation Code section, in the Enter Activation Code field, enter the
activation code you received from Quali and click Send.

Anew ActivatedLicense <version#>.lsnfileiscreatedinthe Qualisys-
tems\Licenses folder, listing all of your seat's features.

c. If Quali Server and CloudShell License Server are installed on the same machine and
you have two activation codes, one for Quali Server and one for the clients, rename the
newly created ActivatedLicense <version#>.lsnfile.

3. Inthe Email Fingerprint section, click Copy fingerprint to Clipboard to generate a fingerprint
manually that you can send to QualiSystems, and have Quali send you the license file by
email.

4. Copy the license file to your computer.

5. Click the Browse button next to the License File field to specify the location of the license file.
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You can also use the fingerprint utility to generate a fingerprint.

To acquire the machine’s fingerprint:

1. OpentheUtilities\Licensing\Fingerprint Viewer folderfrom the installation
package.
2. Double-click Fingerprint.exe torunthe Fingerprint utility.

The Fingerprint window opens with PC name and unique ID:

Fingerprinkt I

Computer Mame:
| DEV-ENY-1

Copy fingerprint to Clipboard |

3. Click Copy fingerprint to Clipboard.

4. Paste the text to afile.

5. Send this copied information to Quali headquarters. In response, an email message which
includes the license file is sent to your email address.

Note: Make sure that your version of the Fingerprint . exe file matches the CloudShell installation ver-
sion.

Run a commuter license

« Select Commuter License to enable continuous use of a floating license from your organ-
ization’s License Server.
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* Configuration Wizard - Quali Server

. Quali
@ Q u al I systems
Server

Select a license

Get License |'_I|E|

[ License file (specify the location of your license file)
[ License server (enter the address of your license server)

¥ Commuter license
IUse the commuter license that was checked-out from the license server,

License Status:  All Valid Details
* Refresh the license status (this may take a few minutes)

Click Mext to continue, or Close to exit.
Previous Mext Close

Configure the Database Connection

This section describes the database definition process in the database selection step. This pro-
cedure is the same for all server configuration tools.

Configure access to an SQL database

To configure access to an SQL database:

1. Specify Sql as the database type:
Inthe | am using an... database field, select SqlServer from the dropdown list.
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Quali

Server

Database selection

Please provide connection information

| am uzing an | sglServer

= Connect to an existing database

" Create new database

j databaze.

Advanced

Click Mext to continue, or Close tf: exit.

SEMVEr mame: | localhostlgualisystems2 008 ;I

Quali

5¥5 Lems

Previous | Mext I Close

2. Specify whether to connect to an existing database or to create a new database.

« Ifyou are performing an update of the product and databases are already defined,
select Connect to an existing database.

« Otherwise, select Create new database.

3. Specify the database name.

While using the builtin SQL Express installation, verify that localhost\qualisystems2008 is dis-

played in the Server Name list box

Server name: [localhost\qualisystems2008

=i

Otherwise, select the SQL server instance from the Server Name dropdown list.

4. Enter a name for the new database and click OK.

5. Configure the databases manually and click OK to return to the CloudShell Configuration Wiz-

ard.

6. Selectthe Connect to existing database option and click Next to continue.

When selecting the Create new database option, the installer creates databases with default

names.
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To configure the database connections manually:

1. Click the Advanced link to open the Advanced Database Selection window.

Database Connection

Advanced Database Selection

Connection information:

Quali Database I [localhost\qualisystems2008].[Quali] Change ...

Results Database I [localhost\gualisystems2008].[QualiResy Change ...

InSight Database | [localhost\qualisystems2008].[Qualilnsic Change ...

411

K

2. Click Change next to the required database field to open the Database Connection win-

dow.

Database Connection |

S0L Server:
i localhost qualisystams2003 w |

server log on
¥ Use Windows Authentication
™ Use SQL Server Authentication

User Name:
Passwaord:

Database connection
¥ Connect to an existing database

| Quali_1 =l

(" Create 2 new database

Database connection. 0K | Cancel |

3. Inthe SQL Server field, verify that the location of the SQL server is correct.

CloudShell 7.0 Installation Guide

79



Configure CloudShell Products

SQL Server:
localhost\qualisystems2008 v

While using the builtin SQL Express installation, the SQL Server field should display 1 oc-
alhost\qualisystems2008. Otherwise, select the SQL instance path from the drop-
down list.

4. Click OK.

Move SQL Server default instance's folders

In certain cases, you might consider moving the database instance to another drive, for example,
due to the restricted size of the current drive. If the SQL Server default instance's folders must be
moved to a different path on the same server, follow the steps in the following procedure.

To move the SQL Server default instances’ folders to a different path:

1. Open SQL Server Management Studio.

“ Microsoft SOL Server Management Studio
File Edit View Query Debug Tools

& New Query | [ Eda3 &
1y | master « | ¥ Exe
Ohject Explorer -~ 1 X

Connect= | 2§ 34 ;

= [_-d lacalhosthQualiSysterns 2008 (S0L Sepcer
4 [ Databases
H [ Security

[ Server Objects

[ Replication

[ Management

¥ F F
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2. In Object Explorer, right-click the required server.

Ohject Explarer ~ 1 X

Connect~ | 2§ 3 ;

[ Secur Disconnect

L Serse Register...
[ Repli
T3 Mana Mew Query

Activity Monitor
Start

Stop

Pause

Resume

Festart

Palicies 3

Facets
Start PowerShell
Reports 2

Refresh
Properties

3. Inthe context menu, click Properties.

|j Sereer Properties - localhost

Select a page

24 General

124 Memary

124 Processors

124 Security

%4 Connections

A4 Database Settings
A Advanced

154 Permizsions
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4. Inthe Select a page pane, click Database Settings.

|3 Server Properties - localhosthQualiSysterms2008 E\@
S:JBG[::B:TQB __js Script - Lj Help

E"' Memary

ey P":'CESSD'S Default index fill fackar:

= Security

1 Connections ] =

2

B ackup and restore

125 Permigsions

1]
Default backup media retention [in days):

0 -

2

Compreszs backup

Fecovery
Connection Fecavery interval [minutes):
Server -
localhost'QualS ystems2008 0 v
Conrnection: Database default locations
GQS4L4HM-DOCA zer 0 -
Data: CAPY Filez [«86]Mi ft SAL S WWASSOLT0 S0.QUALISYSTER
7 View connection piopettes ragram Files [+26)\Microsoft SOL Server GL10_50.0 \:|
Log: C:\Program Files [+85\Microzoft SOL Server\MSSOLT0_50.QUALISYSTER \_|
Progress
Ready
@ Configured values Bunning values
[ ok l | Cancel |

5. Enter the new default pathnames in the Data or Log fields, or click the Browse button to nav-
igate to the path.

For information on how move a system database, click this link.

Server Connectivity Settings

To configure server connectivity settings:

1. Inthe Server Connectivity window, specify the hostname or IP address of the Quali Server
and your login settings.
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* Configuration Wizard - CloudShell Portal

Quali
CloudShell systatns

Portal

Server connectivity

Enter the server name or |P address:

localhost

Enter a server username and password (administrative rights required):

Usemame: admin

Password: S

Click Mext to continue, or Close to exit.

Previous | Mext I Close

2. Specify the connection credentials to use for connecting to the application server.

3. Enter the name or IP of the computer where Quali Server is installed. If the server is installed
locally, use localhost as the server name.

The default login settings are:
Username: admin
Password: admin

For details how to change the username and/or the password, see Admin password.

Admin Configuration Settings

Administrative tasks

« Inthe Administrative Tasks window, you can set the admin password, email and SMTP set-
tings, assign users to groups and domains, and update data.
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ﬁ Configuration Wizard - Quali Server @

. Quali
Qual I systems

Server
Administrative tasks
Change the password for user "admin’ [ Admin Password ]
Change email and SMTP settings | Email&smTP |
Search service is up to date and ready to use, [ Search Service ]
All users are associated with a domain [ User Migration ]

Click Mext to continue, or Close to exit.

Erevious H Next ][ Close ]

Admin password

» Clickthe Admin Password button to modify the administrator’s password.

Admin Password

Change the passwaord for user 'admin’:

Old password:
Mew password:

Confirm password:

0K Cancel

CloudShell 7.0 Installation Guide



Configure CloudShell Products
SMTP mail configuration

1. Click the Email & SMTP button. to configure SMTP email settings.

Email & SMTP

v Enable Email

SMTP Server: Port: 25 [T use ssL

Sender email address:
Login

Anonymous login

Usemame: Password:
Send Test Email |
0K Cancel I

Note: After making changes to the SMTP settings, you need to stop and then restart the Quali Server

service.

2. Inthe SMTP Server address box, enter the name of the mail server in your organization.

3. Inthe Portfield, verify that the specified port for the mail server is correct. Otherwise, enter the
correct port number.

4. Selectthe Use SSL check box for secure transmission.
5. Inthe Sender email address field, enter the email address that is used for sending emails.

6. If an anonymous login is not supported in the specified mail server, clear the Anonymous
login check box. Then enter the username and password of the email sender.

7. After allinputs are specified, click the Send Test Email button to test sending an email with
these settings. Enter a recipient email and click OK to send the test email.

(2} Test Email @

Email sent. Please chack your mailbox

o]

CloudShell 7.0 Installation Guide 85



Configure CloudShell Products
Search service configuration

« Click the Search Service button to re-index the search service.

Search Service

Would you like to re-index the search service?

Ok | Cancel

User migration

All CloudShell users must be associated with at least one group and one domain. Users without an
associated domain are not able to login.

» Click the User Migration button to migrate any unassociated users with a default group and
domain.
User Migrakion

Add unassociated users to:

= A new group: Autemation

™ an existing group: Everyone j

Add unassociated groups to:

= A new domain: Automation
(" An existing domain: IG ohbal j
Migrate | Cancel |

Server upgrade

For server applications, the Upgrade window shows the application data upgrade stages.
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Quali

Server

Database upgrade

Click Next to start the upgrade.

Quali

systems

Upgrade Task

Progress I:

Quali Database catalog upgrade
Results Database catalog upgrade
InSight Database catalog upgrade
Migrate Qualisystems database
Migrate Qualisystems logs

Initial Insight Schema Creation
Resource Management Log Migration
Deploy Qualisystems libraries
Restart Service

Attribute Mames migration

Dornnrro Mananamant Canfinoratinn Mineatinn

Current command:

Previous Mext Close
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Installation Validation Procedure

This section describes the procedures to validate the installation.

Verify the status of installed services

1. Launch CloudShell Monitor.

2. Verify that CloudShell service is running with no errors.

Verify that Resource Manager is operational

Launch Resource Manager.

Create a new resource.

Create a new environment.

Create a new resource and add it to the environment.

Reserve and activate the environment.

o o &~ w b =

Perform auto load for a Layer 1 chassis.
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Known Issues and Troubleshooting

This sectionincludes known issues and topics to assist in troubleshooting while installing CloudShell
Suite 7.0.

Known Installation Issues

Application Description

All There are two known issues for installing CloudShell on a “clean” PC with no
existing components:

« Setup may require a reboot. Make sure to log back in as the same user
that started the installation.

« If setup does not restart automatically, you have to restart it manually.

All A new installation should run between 10-30 minutes. The installation itself
takes less than 10 minutes. Initial configuration should not take more than 20
minutes.

Database When SQL database is selected as the database type in a standalone

installation, a separate instance of Microsoft SQL Express 2008 is installed.

All Installing CloudShell prerequisites requires administration privileges on the
installation machine.

All There is a filename length limitation in CloudShell that forces the user to
locate the installation files on a non-deep location (for example, c:\temp)
before executing the installer.

Known Upgrade Issues

Application Description

All Although the CloudShell 7.0 installer should leave all of your current
configurations intact, it does overwrite your existing applications. This may
inadvertently affect some of your current settings. It is therefore imperative to
back up your databases before upgrading.

TestShell Updating drivers using TestShell AP| assets:
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Application Description

API « After upgrading to CloudShell 7.0, you need to manually update the
TestShell API asset in Authoring, and then recompile any drivers using
the APl methods.

« Drivers using the API to update values in the Quali Server only require
updating of the asset.

Checkinall Verify that all the libraries are checked in. Checked out libraries are indicated
libraries by a different color icon. The parent folder also indicates if the folder contains
prior to a checked-out library.

upgrading

All Upgrading to version 7.0 EA is supported from the following versions:

« 6.4 GA (and patches)
o 6.3 GA (and patches)
o 6.2.3 GA (and patches)

When upgrading from versions earlier than 6.2.3 GA, you must first upgrade
to one of the above versions and thento 7.0 EA.

Note: Patches must be installed on GA versions only. Installing a patch on a non-GA
version will result in unexpected behavior which may corrupt the database.

All Real-time virus protection may affect performance.

Troubleshooting

Microsoft Distributed Transactions Coordinator (MSDTC)

In this section:

MSDTC security configuration

Firewall settings

MSDTC security configuration
Possible reasons for incorrect MSDTC configuration include:

« MSDTC is notinstalled.

« MSDTC is not configured to start automatically in Windows Services.
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« Security configurations of MSDTC are not correctly defined.

To run the CloudShell Suite applications, configure MSDTC Security settings in machines where
databases are installed.

For all supported versions of Windows:
1. Goto Control Panel > Administrative Tools > Component Services (or Start > Run >
dcomcnfg).

2. From the left navigation tree, drill down to Component Services > Computers > My Com-
puter > Distributed Transaction Coordinator > Local DTC.

3. Right-click Local DTC and select Properties from the context menu.
4. Inthe Security tab, select the following options:

» Network DTC Access

« Allow Remote Client

« Allow Remote Administration

« Allow Inbound

« Allow Outbound

« Enable SNA LU 6.2 Transactions

« No Authentication Required
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Local DTC Properties & l T -l

| Tracing | Lugging| Security |

Securty Settings
Metwork DTC Access
Cliert and Administration
Alow Remote Clients Allow Remaote Administration

Transaction Manager Communication

Allow Inbound Allow Outbound

(71 Mutual Authentication Required
(7 Incoming Caller Authentication Required
i@ Mo Authentication Required;

[ Enable XA Transactions Enable SMA LU §.2 Transactions
DTC Logon Account

Account: NT AUTHORITY \Network Service

Password:

Confim passward:

Leam more about setting these properties.

OK || Cancel || Aoply |

5. Apply the changes.

The service restarts. However, you may have to restart the computer(s).

For all operating systems, define the Distributed Transaction Coordinator service to star-
tup automatically:

1. Choose Start > Run and type services.msc and press Enter.

2. Inthe Services window, right-click Distributed Transaction Coordinator, and select Prop-
erties from the context menu.

In the Startup type dropdown list, select Automatic.

4. Click OK to close the Properties window.
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Firewall settings

1. When installing on Windows 7 or Windows Server 2008 OS with East Asian languages, the
following error may appear:

* Failed the NSDTC test i x|

Ilgl The MSDIC transaction manager was unable to pull the transaction from the zourcs
tranzaction =anager due to co==unication proble=s. Possible causes are: a firewall

is present and it doesn' t have an exception for the MSDIC process, the two

zachines cannot find esach other by their NetBIOS na=zes, or the support for network

tranzactions iz not enabled for one of the two tranzaction zanagers:

wik-eng—sp2—64d'\qualisyste=s2008

wik-eng-sp2-84'qualisyste=s2008

wik-eng=spl—-64'\qualisyste=s2008

WIN-FDEVDGTOITG

| o«

2. Toresolve this problem make sure that Distributive Transaction Coordinator is permitted to
communicate through Microsoft Firewall.
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=T
‘éov |ﬂ = Windows Firewall ~ Allowed Programs - m I Search Control Panel \[_]_1"

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and parts, dick Change settings.

What are the risks of allowing a program to communicate? ¥/ Chanae settings |
Allowed programs and features:
MName | Domain | HomeMiark (Private) | Public | -
[ BranchCache - Hosted Cache Client {Uses HTTPS) O O O
[ BranchCache - Hosted Cache Server {Uses HTTPS) O O O
[ BranchCache - Peer Discovery (Uses WSD) O O O
[ Connect to & Metwork Projector | | o
| Core Networking [#]
(T & Distributed Transaction Coordinator O O
[IFile and Printer Sharing [l O O
[ HomeGroup O O O
[JisCsI Service O O d
[ key Management Service O O O
McAfee Framework Service O |
McAfee Framework Service O O
[OMedia Center Extenders O O O
] Macezna Muaina v v v, I
Details. .. Remayve |

Allow another program... |

0K | Cancel |

3. Open Control Panel > System and Security > Windows Firewall > Allowed Programs
and select Distributed Transactions Coordinator.

Databases

In this section:

Database permissions

Remote MSDTC configuration issues

Database permissions

When creating a new database or using an existing database on a remote database server, the fol-
lowing warning message may appear if local user has no permissions to open a remote database:
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# Windows Serive Logon Info I

The service is unable to logon to the Database.
The uger "Local Syatem™ does not have permiszion to connect
to "TestShell” database.

Please fill the User info:
User:
Password:
Confirm password:
~  Error
Login failed for user ‘QUALISYSTEMSYWINT-
ENG-64-VF'

Cancel oK

To grant CloudShell users permissions for a database on a remote machine:

1. Inthe Userfield, enter the Local System user or Domain User name.

2. Specify the full path, for example:
<Domain>\<Username>
-or-
<Local User on RemoteMachine>\<Username>

3. Inthe Password field, enter the user’s password.

4. Confirm the user password and click OK to proceed.

Remote MSDTC configuration issues

If the remote database machine has an incorrect MSDTC configuration, the system might issue an
error message. For more information to resolve this problem, see MSDTC security configuration.

Fixed server roles

The following table describes fixed server roles. For more information, click this link.

Role Description

sysadmin Members of the sysadmin fixed server role can perform
any activity in the server, for example, set up and maintain
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Role

serveradmin

securityadmin

processadmin

setupadmin

bulkadmin

diskadmin

dbcreator

Description

the system or server.

Members of the serveradmin fixed server role can change
server-wide configuration options and shut down the
server.

Members of the securityadmin fixed server role manage
logins and their properties. They can GRANT, DENY, and
REVOKE server-level permissions. They can also
GRANT, DENY, and REVOKE database-level
permissions if they have access to a database.
Additionally, they can reset passwords for SQL Server
logins.

Members of the processadmin fixed server role can end
processes that are running in an instance of SQL Server.

Members of the setupadmin fixed server role can add and

remove linked servers by using Transact-SQL statements.

(sysadmin membership is needed when using SQL
Management Studio.)

Members of the bulkadmin fixed server role can run the
BULK INSERT statement.

The diskadmin fixed server role is used for managing disk
files.

Members of the dbcreator fixed server role can create,
alter, drop, and restore any database.
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Role Description Required
for?
Public Every SQL Server login belongs to the public server role. Required
When a server principal has not been granted or denied during
specific permissions on a securable object, the user normal
inherits the permissions granted to public on that operation

object. Only assign public permissions on any object when
you want the object to be available to all users. You cannot
change membership in public.

Network Time Protocol Server

In certain cases Quali Server, QualiX, and Client machines might be synced against different Net-
work Time Protocol (NTP) servers and therefore have slight time differences, causing issues with
token-based authentication.

For information about how to resolve this issue, click this link.

Quali customer support

« Customer support for CloudShell applications is available through the Quali Support Center.

« In addition to the knowledge base and community forums, customers can submit and track
their support requests through the Quali Support Center.

Documentation

« Additional technical documentation is available in the Quali Support Center.

« Operational documentation for all CloudShell 7.0 applications is available by clicking the Help
option in any CloudShell application.

« For Quali discussion forums, you can access the Quali Support Center.

Utilities and Layer 1 Drivers

This section describes the utilities and Layer 1 (L1) drivers that are installed with CloudShell.
Utilities

CloudShell 7.0 includes the utilities listed in the following tables:
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System utilities

Configuration utilities

Runtime utilities

Additional configuration files and utilities

System utilities

Utility

CloudShell
Monitor

Description

Stores and centralizes logs from all installed
CloudShell applications.

CloudShell Monitor can also be used to start and stop

CloudShell services.

Configuration utilities

Utility

CloudShell
Configuration
Wizard

Runtime utilities

CloudShell
Runtime
Configuration

Remote
Runner
Service

CloudShell
Spy

Description

Configuration wizard for configuration of
installed CloudShell applications.

Runtime support for external script engines.

The Remote Runner Service is a runner
managed through Windows services for
running scripts and commands in the
background.

The Remote Runner Service is not required
for executing scripts or commands through the
Remote Runner GUI.

A runtime debugger that displays running
steps when executing a CloudShell Authoring
executable project.
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Location

Start menu>
QualiSystems >
Tools >
CloudShell
Monitor

Location

Start menu >
QualiSystems > Tools >
CloudShell
Configuration Wizard

Start menu >
QualiSystems > Tools >
CloudShell Runtime
Configuration

Windows Services >
CloudShell Remote
Runner

Start menu >
QualiSystems > Tools >
CloudShell Spy
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Utility

Description

Installed with CloudShell Runtime.

Runtime utilities

Utility

CloudShell
Runtime
Configuration

Remote
Runner
Service

CloudShell
Spy

Description

Runtime support for external script engines.

The Remote Runner Service is a runner
managed through Windows services for
running scripts and commands in the
background.

The Remote Runner Service is not required
for executing scripts or commands through the
Remote Runner GUI.

A runtime debugger that displays running
steps when executing a CloudShell Authoring
executable project.

Installed with CloudShell Runtime.

Additional configuration files and utilities

Location

Location

Start menu >
QualiSystems > Tools >
CloudShell Runtime
Configuration

Windows Services >
CloudShell Remote
Runner

Start menu >
QualiSystems > Tools >
CloudShell Spy

Additional configuration files and utilities that are available from the installation archive include:

Utility

Updated
resource
family
definitions

Description

Updated definitions for installed resource
family and models. The updates are
mandatory for L1 switches™ and optional
for other devices.

*The definitions are included with every
driver as well. If you import an updated L1
driver, you do not have to perform this
update.
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Files\Configuration\system.xml
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L1 drivers

CloudShell 7.0 includes the following Layer 1 (L1) drivers and driver configuration files, which are
installedinthe Cloudshell\Server\Drivers folder.

The list of supported switches for each driver is included in the driver configuration files.

More information on supported drivers is available in the download page for L1 Switch Drivers which
is linked from the main QualiSystems' Download Center.

Driver

MRV_MCC_
4640

MRV_MCC_
4840

MRV_MCC_
4870

ONPATH_
Horizon_0244
CW_GLX4000
APCON_
AGGREGATE
APCONCLI4

Calient S 5.2-7

Calient_FC_2301

FiberZone AFM

FiberZone AFM_

c3
JUNOS_

Version

3.0.18.5

3.0.18.5

3.0.18.5

3.0.18.5

3.0.14

3.0.17

3.0.18.3

3.0.18.3

3.0.18.3

3.0.17

3.0.18.2

3.0.18.3
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Driver configuration file

MRV_MCC_4640_
RuntimeConfig.xml

MRV_MCC_4840_
RuntimeConfig.xml

MRV_MCC_4870_
RuntimeConfig.xml

ONPATH_Horizon 0244

RuntimeConfig.xml

CW_GLX4000_
RuntimeConfig.xmls

APCON_AGGREGATE_
RuntimeConfig.xml

APCON_CLI4_
RuntimeConfig.xml

Calient S 5.2-7
RuntimeConfig.xml

Calient_FC_2301_
RuntimeConfig.xml

FiberZone AFM_
RuntimeConfig.xml

FiberZone AFM _C3
RuntimeConfig.xml

JUNOS_12.3R3.4_

Supported
firmware

MRV v4.6 mcc 04

MRV v4.8 mcc 04

MRV v4.8 mcc 07

Horizon 2.4 .4

LXfw v1.10.0.0

CLI3-4

CLI3-4

Calient S-Series
5.2-7

Calient
FiberConnect
2.3.0.1

FiberZone AFM
5.2.0.5

FiberZone AFM_
C35.2.0.5

MX/EX SW
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Driver Version Driver configuration file Supported

firmware
12.3R3.4 RuntimeConfig.xml versions 12.3R3.4
(L2 as L1)
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Quali Certified Libraries

This section describes the libraries that are provided with CloudShell.

APl libraries

The API libraries provide external access to CloudShell functionality.

Library Version Description

TestShell API 7.0 TestShell API, which extends many of the CloudShell
features for use through automation or 3rd parties
including: lab, user, and domain management, resource,
environment, and reservation operations, and more.

TestShellAPICore 7.0 Used to build drivers in the Authoring application.

Quali API 6.2.0.6 Quali API supports the Scheduling and Queuing
functionality and associated Quali API functions

REST Client 1.0.7.0 A simple API for Representational State Transfer
(REST) commands and communication.

The library is designed to let the user connect,
authenticate and send REST requests.

RESTSharp 105.1.0 Used by Quali API. Itis a library for.NET technology.

Other libraries

Editor, virtualization, traffic and device manager libraries are available from the Qualisystems' Down-
load Center.
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